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1. Background and Aims 

In the event of a forced school closure this policy sets out our response. It must be noted that 

school closure could be COVID related, local or national lockdowns, extreme weather 

conditions or for students who are unable to attend for any reason. It also covers the ongoing 

education of students who cannot be in school but are able to continue with their education 

when the school remains fully open. 

The guidelines below are intended to direct our approach to remote learning during school 

closures. We hope that they will ensure students have a consistent and effective experience of 

online learning and that staff can deliver it reasonably within the parameters of these 

circumstances. 

Our online learning provision is structured to ensure that curriculum coverage is disrupted as 

little as possible, that students engage with the curriculum in a meaningful way, and that 

teacher-student contact is prioritized and maintained. These core principles are informing 

everything we do. 

This online learning policy aims to: 
 

• Ensure consistency in the approach to online learning for pupils who are not in 
school. 

• Set out expectations for all members of the school community with regards to online 
learning 

• Set out our procedures to ensure our learners are staying safe online. 

• Provide appropriate guidelines for data protection. 
 

2. Roles and responsibilities 

The Headteacher 

The Headteacher is the online safety coordinator working alongside the safeguarding team 
and senior leaders. Their responsibility is to: 

• ensure that there are appropriate and up-to-date policies regarding online safety; 
including an Acceptable Use Policy, which covers acceptable use of technology. 

• ensure that suitable and appropriate filtering and monitoring systems are in place.  

• work with technical staff to monitor the safety and security of our systems and 
networks. 

• support the DSL and any deputies by ensuring they have sufficient time and resources 
to fulfil their online safety responsibilities. 

• ensure there are robust reporting channels for the community to access regarding 
online safety concerns, including internal, local, and national support. 

• ensure that appropriate risk assessments are undertaken regarding the safe use of 
technology. 

• audit and evaluate online safety practice to identify strengths and areas for 
improvement. 
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The Deputy Headteacher  

The Deputy Headteacher is the online learning lead. Working alongside all staff, the Deputy 
Headteacher must ensure that: 

• Staff have remote access via Google classroom and Google Meets. 

• Classes have been set up so staff can direct appropriate work for individual students 
and whole groups as they would in a classroom. 

• All students have access to a device at home including internet connectivity.   

• All students have Google accounts and have been trained on how to navigate the 
platform 

• A supporting handbook is available. 

• Staff are familiar with the functions of the platform and training is constantly refreshed. 

• Staff can host lessons with their groups from school or at home.  

• Parents have been made aware of arrangements prior to any closures.  

• Continued professional development time is set aside to support staff with this new 
way of working. 

• Staff have access to school devices that can be used at home. 

• Whole staff training for online safety is arranged. 

• The online learning offer matches the medium-term plans and therefore mirrors our 
normal curriculum offer. 

The Designated Safeguarding Lead (DSL) 

The DSL supports the Headteacher, in particular by: 

• Working with the Headteacher, ICT teachers and other staff, as necessary, to address 
any online safety issues or incidents. 

• Ensuring that any online safety incidents are logged and dealt with appropriately in line 
with Orchardside School’s Child Protection and Safeguarding Policy. 

• Ensuring that any incidents of cyber-bullying are logged and dealt with appropriately in 
line with the school behaviour policy. 

• Updating and delivering staff training on online safety. 

• Liaising with other agencies and/or external services if necessary. 

• Providing regular reports on online safety in school to the Headteacher and/or 
Governing Body. 
 

Teachers 
 
Teachers are expected to: 
 

• Provide remote learning therefore teachers must be available during their directed 
time.  

• Set work for students that is underpinned by lesson objectives and medium-term 
planning. This does not necessarily need to be shared with students in an explicit 
sense but should inform your planning as it does when you follow your subject 
curriculum in the classroom. 

https://orchardside.s3.amazonaws.com/uploads/key_information/Child-Protection-and-Safeguarding-Policy-Sept-2020-new-version.pdf?t=1611661326
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• Consider students’ prior understanding and exposure to content should be used to 
inform the setting of work.  

• Ensure tasks should be clearly structured so that students have a sense of 
achievement as they move throughout completion and to avoid lots of clarification 
questions.  

• Ensure online learning replicates the timetable that pupils follow through the course of 
their normal day.   

• Ensure an additional adult from the support staff team will be present in your session. 
Where a support member of staff is not available the lesson should be recorded by the 
class teacher for safeguarding purposes 
 

Subject leads 
 

Subject leads are expected to: 
 

• coordinate their department’s approach to online learning.  

• Perhaps devise a way to quality assure the work being set for students in their subject 
area, and to support colleagues in managing the challenge of these circumstances.  

 
This may include: 
 

• Asking team members to monitor the submission rate of work and address issues. 

• Centralised records that state what team members should be covering with their 
classes on a week-by-week basis. 

• Requesting that team members share a summary of their curriculum coverage on a 
half termly basis. 

• Requesting access to one Google Classroom per team member to look at the work set. 
If a Subject Leader wished, they may want to ask for access to more than one Google 
Classroom per team member, and dip into different key stages, but this would depend 
on their capacity. 

 
Support Staff 

Support staff are expected to: 

• be available during directed time when assisting with remote learning.  

• Report an absence using the normal absence procedure if they are unable to work for 
any reason during this time, for example due to sickness or caring for a dependent 

• Be an additional adult supporting the direct teaching experience. 

• Be an additional adult supporting safeguarding during direct teaching. 
.  
The Deputy Headteacher will ensure that a member of support staff is available for every 
lesson, however, where a support member of staff is not available the lesson should be 
recorded by the class teacher. 
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Governing Body 
 
The Governing Body is responsible for: 
 

• Monitoring the school’s approach to providing remote learning to ensure education 
remains as high quality as possible. 

• Ensuring that staff are certain that remote learning systems are appropriately secure, 
for both data protection and safeguarding reasons. 

 
All staff and volunteers 
 
All staff, including contractors and agency staff, and volunteers are responsible for: 
 

• Agreeing and adhering to the terms on Acceptable Use of the school’s ICT systems 
and the internet and ensuring that pupils follow the school’s terms on acceptable use.  

 

• Working with the DSL to ensure that any online safety incidents are logged and dealt 
with appropriately in line with this policy. 

• Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with 
the school behaviour and child protection policy. 

 
Visitors and members of the community 

Visitors and members of the community who use the school’s ICT systems or internet will be 
made aware of this policy, when relevant, and expected to read and follow it. If appropriate, 
they will be expected to agree to the terms on acceptable use. 

Parents 

Parents are expected to: 
 

• Notify a member of staff or the Headteacher of any concerns or queries regarding this 
policy. 

• Ensure their child has read, understood, and agreed to the terms on Acceptable Use of 
the school’s ICT systems and internet. 

• Support our efforts to engage Orchardside learners with our online learning offer. 

• Take full responsibility when safeguarding their child online. Devices, whether provided 
by Orchardside or home, must be subject to a home firewall and filtering. Parents must 
ensure this is installed and usage of devices are monitored. 

• Ensure that an adult is present at home where possible during direct teaching.  

• Find an appropriate area of their home for their child to work in.  
 
Parents can find supportive guidance and useful links on our online learning area on our 
school website. These are “how to” documents. These can guide parents, carers and students 
on how to access Google Classroom in case students have forgotten. In our online area, 
parents will find a copy of their child’s timetable and the contact details of their teacher.  
 

https://www.orchardside.school/909/online-learning
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If parents need support with logins or passwords, please contact the school via email 
office@orchardside.school or call on 0208 353 4270. 
 
Parents can seek further guidance on keeping children safe online from the following 
organisations and websites:  
 

• What are the issues? UK Safer Internet Centre 

• Hot topics Childnet International 

• Parent factsheet Childnet International  

• Guidance on dealing with apps, games and parental controls Kidsonlineworld.com 
 
Students 
 
During direct teaching, students are expected to: 

• Ensure that an adult is present at home where possible. 

• Find an appropriate area of their home to work in 

• Obscure their background. 

• Dress appropriately 

• Observe Orchardside’s Behaviour Policy 

• Stay safe online. 

• Ensure the teacher and others are safe online. 

• Not take pictures or recording of direct teaching, students, and other staff members 

• Treat online learning the same as their learning in the classroom. 

• Only contact teachers through Google using their Google account 

• Not use Google classroom for conversations that are not connected to your learning.  
 

3. Google Classroom 
 
Google Classroom is the platform that Orchardside use for all remote learning. It is a 
learning management system (LMS) that aims to engage students in learning online or 
remotely. 

Google classroom is our school channel to teach and communicate online. As always, staff 
should not communicate with parents or pupils outside school channels (e.g., they should 
not talk to parents using their personal Facebook accounts, or contact pupils using their 
personal email addresses or phone numbers). 

Teachers should only use school-approved software that requires a log in and Google 
accounts.  

Practical ‘How to Guides’ are available to staff to support their use of the google classroom. 
The Online Learning lead is always available to support staff’s understanding and usage of 
the platform. 

When posting on Google Classroom, it should be set as a piece of ‘Classwork’ rather than in 
the ‘Classroom Stream’. This will allow students to respond directly to tasks set if they 
require clarification or support. 

mailto:office@orchardside.school
https://www.saferinternet.org.uk/
https://www.childnet.com/
https://www.childnet.com/
https://www.kidsonlineworld.com/
https://orchardside.s3.amazonaws.com/uploads/key_information/Behaviour-Policy.pdf?t=1611743359
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Teachers may wish to share lesson material ahead of the lesson. However, it is expected 
that lesson material is available at the end of each lesson for the learners to return to if they 
wish. 

If, for any reason, it is necessary for teachers to make one-to-one contact with a student 
about an issue, other than a specific piece of classwork, please do so using the ‘People’ tab, 
which can be found at the top of Google Classroom.  

 
4. Direct Teaching 

 
‘Direct teaching’ refers to live lessons, videos, audio, or use of Google Meet to chair Q&A with 
students.  
 
All lessons should include direct teaching. Lessons should only be hosted in their timetabled 
slots.  
 
If staff are worried about privacy issues when delivering live segments, they should live 
stream lessons from school or anonymise their background.  

To do this: 

1.  Click on the three dots at the bottom of the Meet tab.  

2.  Select ‘Change background’ in Meet Tab. 
 

Where a support member of staff is not available the lesson should be recorded by the class 
teacher for safeguarding purposes. 
 
Any disruptive behaviour should be muted or disconnected and reported to senior staff.  

Teachers should upload their teaching materials after each session to the ‘classwork’ section 
of individual google classrooms.  

Staff must abide by our school’s Code of Conduct during direct teaching. 
 
 
 

5. Assessments  
 

Each member of staff will check their specification requirements regarding controlled 
assessments. The scenarios listed include some of the examples where staff cannot set 
assessment for online learning.  

 

1. Where practical skills and/or interaction with individuals/equipment need to be 
demonstrated and assessed in person  

2. There are group work situations/units where collaboration with others is required.  
3. There is a requirement for learners to be overseen in person by centre staff at a 

specific physical location, under controlled conditions, including observations of 
performance in NVQ type competency-based qualifications and Pearson externally set 
and marked examinations and controlled tasks. 

 

https://orchardside.s3.amazonaws.com/uploads/key_information/Code-of-Conduct.pdf?t=1611667123
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In this instance staff will ensure that assessment methodology is valid, reliable and does not 
disadvantage any group or individual learners. 

In order to do this the school will:  

Ensure that teaching/delivery/assessment staff are timetabled to support blended learning 
when learners are working remotely 

Ensure there is a process to manage feedback on assignments, questions are constructively 
answered, and feedback is provided in a timely manner  

Ensure the setting of assignments is undertaken in the face-to-face sessions and that 
deadlines are clear  

Ensure that when learners submit work measures are taken to ensure the work is authentic 
and has been completed by the learner  

We have implemented measures to prevent and detect any instances of malpractice which 
may arise due to the different delivery/assessment methods chosen  

Learners are fully aware of the need to ensure they avoid any forms of malpractice (for 
example plagiarism) and the consequences should they commit it. 

Maintain and store securely all assessment and internal verification records in accordance 
with the examining bodies.  

 

 
6. Behaviour management and safeguarding on Google Classroom 
 

Teachers should decide the following: 
 

• Whether you will allow pupils to post and comment in the communication 'Stream', or 
disable this function for them (see below) 

• What they can talk about in posts and comments, if allowed to 
 
(If teachers disable pupil comments in the 'Stream', pupils will still be able to respond to 
feedback from their teacher on work they have handed in – they just will not be able to post 
on the 'Stream' page.) 
 
To disable pupil comments in the 'Stream': 
 

1. Open your class in Google Classroom. 
2. Click 'Settings' (the cog icon) 
3. Scroll down to 'General’. 
4. Click the drop-down option to the right of 'Stream' and select 'Only teachers can post or 

comment’. 
5. Click 'Save' 

 
If teachers allow pupils to comment, tell them they should only talk about schoolwork in 
the 'Stream' and that you may 'mute' them, i.e., stop them from posting or commenting, 
(see below) if they post anything that's inappropriate or bullying in nature. 
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Give parents the chance to opt out of their child posting in the 'Stream' too. If they opt their 
child out, mute them. 
 

To 'mute' a pupil: 
 
1. Click on a class in Google Classroom. 

2. Click 'People' 

3. Next to the pupil you want to mute, check the box. 

4. Click 'Actions' > 'Mute’. 

5. Click 'Mute' again to confirm. 
 
To delete inappropriate or bullying posts or comments (teachers will still be able to view 
them if you need to use them as evidence– see below): 
 
1. Go to the class. 

2. Find the post or comment you want to delete. 

3. Click 'More' (the 3 dots) > 'Delete’. 

4. Click 'Delete' again to confirm. 
 

To view deleted posts and comments: 
 
1. Go to the class. 

2. Click 'Settings' (the cog icon) 

3. Next to 'Show deleted items', click 'Show' to toggle on 

4. Hide the deleted items again by clicking 'Hide' to toggle off. 

5. Click 'Save' to save your changes and return to the 'Stream' page. 
 

If teachers are using Google Chat and Google Meet, they must decide whether they will let 
pupils communicate in Google Chat (previously called Google Hangouts). However, like any 
chat function, it could lead to bullying, or be a distraction from learning. 
 

To turn off Google Chat, you need to be an administrator. From the Admin Console 
Homepage, go to: 
 
1. Apps > G Suite > Hangouts Chat 

2. Click 'Service status' 

3. To turn chat off for everyone, click 'Off for everyone’. 

4. Click 'Save' 

This will turn off the chat function for everyone– staff and pupils. If you just want to turn it off 
for pupils, follow the more intricate steps here (particularly step 5). 
 

https://support.google.com/a/answer/7651884?hl=en
https://support.google.com/a/answer/7651884?hl=en
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If teachers are making a recording on Google Meet 
 
To record in Google Meet: 
 
1. In the meeting, click 'More' (the 3 dots) > 'Record meeting’. 

2. Wait for the recording to start. 

3. When you finish, click 'More' > 'Stop recording’. 

4. Click 'Stop recording' again to confirm. 

5. Wait for the recording file to be generated and saved to the Meet Recordings folder. 
The meeting organiser and the person who started the recording will also get an email 
with the recording link.  (You will need to be using the computer version of Meet to 
record.) 

 
To stay safe teachers during a recording should: 
 
• Sit against a neutral background. 
• Avoid recording in their bedroom where possible (if that is not possible, use a neutral 

background) 
• Dress like they would for school– no pyjamas 
• Double check that any other tabs they have open in their browser would be appropriate 

for a child to see if they are sharing their screen. 
• Use professional language. 
• Ask pupils to also be in a shared space in their house, rather than in their bedroom. No 

pyjamas for pupils either. 
• Ask parents who will also be there to be mindful that other children might see or hear 

them and anything in the background. 
• Make a recording so there's something to go back to later on if you need to and keep a 

log. Teachers should check that parents are happy with you making recordings first – 
tell them it's for school records only. 

 

If teachers are using Google Meet for live streams 

After a ‘live’ lesson all students must leave the classroom before teachers. Teachers must then 
do the following. 

 
1. go to ‘Settings’.  
2. scroll down to the section ‘Meet’ link.  

3. Disable ‘Visible to Students’ when all students have left and the lesson is over 

Teachers should not leave an online lesson first; students must leave first then the teacher. If 
teachers leave first students can stay on when the meet link is left visible, students are able to 
join other classes and communicate with their peers.  

In 'view-only' Google live streams, pupils will be automatically muted and won't be visible, 
so you don't need to worry about what other adults in their homes might do that gets  
caught on camera. 
 
If you schedule meetings in Google Calendar or Gmail, pupils won't be able to re-join 

https://support.google.com/meet/answer/9308681?hl=en
https://support.google.com/meet/answer/9308630?co=GENIE.Platform%3DDesktop&hl=en
https://support.google.com/meet/answer/9302870?co=GENIE.Platform%3DDesktop&hl=en
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once the final attendee has left. This means pupils will not be able to re-join for their own 
private calls. 
 

6. Who to contact? 

 
If staff have any questions or concerns about remote learning, they should contact the 
following individuals: 
 
Issues in setting work or work load – caroline.murphy@orchardside.school 
Issues with behaviour –kevin.bachan-singh@orchardside.school 
Issues with IT – emmanuel.osuagwu@orchardside.school 
Issues with their own wellbeing – niki.panayiodou@orchardside.school 
Concerns about data protection – sharon.howard@orchardside.school 
Concerns about safeguarding – niki.panayiodou@orchardside.school 
 

7. Data protection 

 
Accessing personal data 
 

When accessing personal data for remote learning purposes, all staff members must adhere 
to our Data Protection and GDPR policy 
 

Please speak to Sharon Howard about any concerns around data protection 
sharon.howard@orchardside.school 

 
Processing personal data 
 

Staff members may need to collect and/or share personal data as part of the remote learning 
system. If this processing is necessary for the school’s official functions, individuals will not 
need to give permission for this to happen. However, staff are reminded to collect and/or 
share as little personal data as possible online. 
 
Keeping devices secure 
 
All staff members will take appropriate steps to ensure their devices remain secure. This 
includes, but is not limited to: 

• Keeping the device password-protected – strong passwords are at least 8 characters, 
with a combination of upper and lower-case letters, numbers and special characters 
(e.g., asterisk or currency symbol) 

• Ensuring the hard drive is encrypted – this means if the device is lost or stolen, no one 
can access the files stored on the hard drive by attaching it to a new device. 

• Making sure the device locks if left inactive for a period of time. 

• Not sharing the device among family or friends 

• Installing antivirus and anti-spyware software 

• Keeping operating systems up to date – always install the latest updates. 

mailto:caroline.murphy@orchardside.school
mailto:–kevin.bachan-singh@orchardside.school
mailto:emmanuel.osuagwu@orchardside.school
mailto:niki.panayiodou@orchardside.school
mailto:sharon.howard@orchardside.school
mailto:niki.panayiodou@orchardside.school
https://orchardside.s3.amazonaws.com/uploads/key_information/Data-Protection-Policy.pdf?t=1611764222
mailto:sharon.howard@orchardside.school


 

 

 

13 

 

 

8. Safeguarding 

New technologies have become an integral part of everyday life. Internet technologies and 
electronic communications such as mobile phones and wireless technology not only offer 
opportunities but are now central to daily life.  

At Orchardside we use Impero software to enhance our online safety and safeguarding 
procedures.  Impero is software that enables us to monitor IT usage it also gives us a 
contextual insight into a student’s online activity. This safeguarding software uses intelligent 
algorithms to identify when keywords, phrases, abbreviations, or acronyms are typed 
anywhere on the network and logs the capture in a centralised database as a screenshot or 
video recording with details of the incident, including the user, the application, the date and 
time.  Any captures or alerts are routinely flagged to the E-Safety coordinator to action 
appropriately. 

Electronic devices help teachers extend their teaching and students to extend their learning. 
Internet use in school raises educational standards and promotes student achievement. 

Orchardside has a duty to provide students with quality access to the internet and other 
modern technologies as part of their learning experience.  

Orchardside must do their best endeavours to ensure staff and students can use the internal 
and other related communication technologies appropriately and safely.  

However, the use of these new technologies can put young people at further risk within and 
outside the school. 
 
London Grid for Leaning (LGfL) provide our high-speed broadband, it provides intelligent web 
filtering technology to protect our students from any harm online content.  LGfL provide our 
filtering and blocking systems to ensure our students re protected from any harmful online 
content. 

 
Some dangers they may face include: 
 

• Access to illegal, harmful, or inappropriate images or content 

• Unauthorised access to/loss of/ sharing personal information. 

• The risk of being subjected to grooming or exploitation by those with whom they make 
contact on the internet. 

• The sharing of inappropriate personal images with or without coercion 

• The sharing /distribution or personal images without an individual’s consent or 
knowledge 

• Inappropriate communications/contact with others, including strangers. 

• Cyber-bullying 

• Access to unsuitable video/internet games 

• Illegal downloading of music or video files 
 

Cyber-bullying 
 
Definition 
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Cyber-bullying takes place online, such as through social networking sites, messaging apps or 
gaming sites. Like other forms of bullying, it is the repetitive, intentional harming of one person 
or group by another person or group, where the relationship involves an imbalance of power. 
(See also the School Behaviour Policy and Anti Bullying Policy). 
 
Preventing and addressing cyber-bullying 
 

To help prevent cyber-bullying, we will ensure that pupils understand what it is and what to do 
if they become aware of it happening to them or others. We will ensure that pupils know how 
they can report any incidents and are encouraged to do so, including where they are a 
witness rather than the victim. This is covered in our Anti Bullying Policy. 
 
To mitigate these risks Orchardside: 
 

• Requires all our student, parents and carers to sign our Acceptable Usage Policy. 

• Ensures our enhanced safeguarding strategy comes into effect in the case of any 
lockdown (see details below). 

• Ensures that students are educated about online safety within and beyond the 
curriculum.  

• Impero software 
 

During school closures our Covid-19 Lockdown Safeguarding Strategy becomes live the 
document can be viewed HERE.  
 
Our COVID-19- 19 safeguarding team members are allocated a caseload of learners who are 
contacted every two days. They become the key worker for each of our families and their young 
people. These members of staff hold the family in mind and ensure that all support is made 
available proactively. We use this enhanced communication strategy to inform our daily 
dynamic risk assessment of the wellbeing of all our learners and their families. 

We safeguard our learners in these calls by: 
 

• Monitoring and supporting food poverty  

• Offering mental health support for learners, parents/carers  

• Liaising with social workers and any other professionals working with the family  

• Initiating home visits  

• Referrals to social care  

• Multiagency information sharing  

• Supporting parents in understanding the COVID-19 and identifying harmful 
misinformation  

• Supporting parents with online safety  

• Signposting parents to reputable resources and platforms that ensure that the young 
person can keep safe online.  

• Ensuring students can access online learning via google classroom.  

https://orchardside.s3.amazonaws.com/uploads/key_information/Behaviour-Policy.pdf?t=1612181496
https://orchardside.s3.amazonaws.com/uploads/key_information/Anti-bullying-Policy.pdf?t=1612181496
https://orchardside.s3.amazonaws.com/uploads/key_information/Anti-bullying-Policy.pdf?t=1612181496
https://orchardside.s3.amazonaws.com/uploads/key_information/COVID-19-Lockdown-Safeguarding-Policy.pdf?t=1612181635
https://orchardside.s3.amazonaws.com/uploads/key_information/COVID-19-Lockdown-Safeguarding-Policy.pdf?t=1611058072
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• Ensuring students have access to technology, resources and material that will enable 
them to access education at home.  

 
All members of staff must report online safeguarding and child protection concerns using our 
usual safeguarding reporting procedures: 

 

9. Examining electronic devices 
 

School staff have the specific power under the Education and Inspections Act 2006 (which 
has been increased by the Education Act 2011) to search for and, if necessary, delete 
inappropriate images or files on pupils’ electronic devices, including mobile phones, iPads and 
other tablet devices, where they believe there is a ‘good reason’ to do so. 
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When deciding whether there is a good reason to examine or erase data or files on an 
electronic device, staff must reasonably suspect that the data or file in question has been, or 
could be, used to:  
 

• Cause harm, and/or 

• Disrupt teaching, and/or 

• Break any of the school rules. 

• If inappropriate material is found on the device, it is up to the staff member in 
conjunction with the DSL or other member of the senior leadership team to decide 
whether they should:  

• Delete that material, or 

• Retain it as evidence (of a criminal offence or a breach of school discipline), and/or 

• Report it to the police. 
 
Any searching of pupils will be carried out in line with the DfE’s latest guidance on screening, 
searching and confiscation. 
 

10. Acceptable Use of the internet in school 
 
All students and staff must sign an annual agreement regarding the Acceptable Use of the 
school’s ICT systems and the internet. 
 
Use of the school’s internet must be for educational purposes only, or for the purpose of fulfilling 
the duties of an individual’s role.   
 
We will monitor the websites visited by students and staff to ensure they comply with the above.   
 

11. Students using mobile devices in school. 
 
Students are not permitted to have their phones in school, they are handed in at the start of 
the day and returned at the end of the day.  
 

12. Staff using work devices outside school. 
 
Staff using a work device outside school must not install any unauthorised software on the 
device and must not use the device in any way which would violate the school’s terms of 
acceptable use.    
 
Staff must ensure that their work device is secure and password-protected, and that they do 
not share their password with others. They must take all reasonable steps to ensure the 
security of their work device when using it outside school. Any USB devices containing data 
relating to the school must be encrypted. 
 
If staff have any concerns over the security of their device, they must seek advice from the 
Business Manager. Work devices must be used solely for work activities. 
 

13. How the school will respond to issues of misuse 

https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.gov.uk/government/publications/searching-screening-and-confiscation
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All Impero alerts are reviewed by the Headteacher and actioned where necessary. The 
headteacher keeps: 
 
 

• On-line safety alerts 

• Logs 

• Records of action taken. 
 
Students 
 
Where a student misuses ICT system or the internet at Orchardside, we will follow the 
procedures set out in our following policies: 
 

• Behavior for Learning Policy 

• Acceptable Usage Policy 
 
Where a student misuses the school’s ICT systems or internet, we will follow the procedures 
set out in our policies on Behaviour for Learning and the Acceptable Usage Policy. The action 
taken will depend on the individual circumstances, nature, and seriousness of the specific 
incident. The consequences will then be measured and proportionate.  
 
Any key stroke alerts are directed to the Headteacher.   
 
Staff 
 
Where a staff member misuses the school’s ICT systems or the internet or misuses a 
personal device where the action constitutes misconduct, the matter will be delt with in 
accordance with the staff disciplinary procedures and staff code of conduct. The action taken 
will depend on the individual circumstances, nature, and seriousness of the specific incident. 
 

The school will consider whether incidents which involve illegal activity or content, or 
otherwise serious incidents should be reported to the police. 
 

14. Monitoring arrangements 

 
This policy will be reviewed yearly by Caroline Murphy. At every review, it will be approved by 
the full Governing Body 
 

15. Links with other policies 

 
This policy is linked to our: 
 

• Behaviour for Learning policy 

• Child protection policy and coronavirus addendum to our child protection policy 

• Data protection policy and privacy notices 

https://orchardside.s3.amazonaws.com/uploads/key_information/Behaviour-Policy.pdf?t=1612181496
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• ICT and internet acceptable use policy 

• Online safety policy 

 


